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In an article in the June 2025 Wisconsin 
Lawyer,1 Sean Harrington offered advice to 
Wisconsin lawyers on their ethical obligations 
when they inadvertently come into posses-

sion of child pornography. (“Child pornography” 
refers to images or recordings “of a child engaged 
in sexually explicit conduct” as defined by Wis. 
Stat. section 948.12.) He is right to warn criminal 
defense lawyers that they may face criminal pros-
ecution or professional discipline if they know-
ingly possess child pornography. Thus, we agree 
that criminal defense lawyers generally should 
avoid taking possession of child pornography 
and instruct those working in their office to avoid 
doing so as well. While we applaud Mr. Harrington 
for alerting Wisconsin lawyers to the dangers of 
mishandling child pornography, our article dives 
deeper in providing lawyers the guidance they 
need when wrestling with the complex challenges 
of handling contraband and other incriminating 
physical evidence. 

As discussed in this article, a lawyer’s options 
with respect to child pornography may be more 
limited than when handling other incriminating 
physical evidence. Nonetheless, lawyers are not al-
ways required to turn suspected contraband over 
to law enforcement as Harrington asserts. Rather, 
lawyers have other legitimate options to consider. 
Indeed, a lawyer is professionally obligated to ex-
plore those options before taking any action that 
potentially incriminates a client.2

Scholars’ and Courts’ Views on Handling of 
Incriminating Evidence
The topic of the challenges for criminal defense 
lawyers in handling incriminating physical 
evidence, including contraband, has received 
considerable attention from legal scholars and 
commentators since In re Ryder in 1967.3 The infa-
mous Ryder case is discussed in most professional 
responsibility textbooks and often used to warn 

law students that even though a defense lawyer 
has a constitutional duty to provide effective rep-
resentation to a client, that duty does not permit a 
lawyer to conceal instrumentalities or evidence of 
a crime in one’s law office. Although counsel may, 
while properly defending a client, take action that 
will frustrate the prosecutor’s ability to win a con-
viction,4 lawyers must not alter, conceal, or destroy 
relevant evidence. 

In the past 60 years, a few courts around the 
United States have grappled with different aspects 
of the dilemma facing a criminal defense lawyer 
who has taken possession of physical evidence. 
Most, but not all, courts that have addressed the 
issue have held that a lawyer who comes into pos-
session of incriminating evidence and turns that 
evidence over to authorities contrary to the best 
interest of their client has not acted unethically 
or provided ineffective assistance of counsel.5 
Because taking possession might trigger a require-
ment to disclose and turn over incriminating evi-
dence to the authorities to the client’s detriment, 
commentators uniformly caution criminal defense 
lawyers not to take possession of contraband or 
evidence of a crime, except in very limited circum-
stances, such as when evidence may aid in the cli-
ent’s defense or its evidentiary value is ambiguous 
without further examination or testing.6

A criminal defense lawyer should never take 
possession of physical evidence that is clearly 
incriminating unless it might be relevant to a viable 
defense. Certainly, the defense lawyer in People v. 
Meredith7 failed to heed that advice. In that case, 
the lawyer learned from a client who was accused 
of murder that the client had thrown a wallet be-
longing to the victim into a burn barrel behind his 
house. Without consulting the client, the lawyer in-
structed an investigator who worked with the law-
yer to retrieve the wallet. The investigator found 
the wallet and gave it to the lawyer, who promptly 
turned it over to the investigating detective. 

Possession of some types of incriminating evidence poses challenges not 
only for defendants but also for their lawyers. Child pornography is a 
prominent example. There are differing views as to how lawyers should deal 
with such evidence if they are aware of its existence or if they have been 
given the evidence or a device that contains the evidence. 
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No conscientious criminal defense 
lawyer committed to providing a client 
zealous representation should ever act 
in such a manner. Criminal defense law-
yers are under no legal or ethical obliga-
tion to collect or preserve incriminating 
evidence not in their possession or 
control.8 Rather, as we explain, clearly 
incriminating evidence, including child 
pornography, should be left alone unless 
there is no doubt that the client will 
benefit from counsel taking possession. 

In rare instances, conscientious 
defense counsel might feel the need 
to take possession of contraband, to 
properly prepare a defense for a client. 
In 2014, Kenneth Olsen, an experienced 
public defender representing a client, 
took possession of items of suspected 

child pornography material, believing 
that the items were critical to his theory 
of defense of the client.9 When Olsen left 
the office to take another job, the public 
defender who took over the client’s case 
delivered the items to the prosecuting 
authorities. 

The Montana Office of Disciplinary 
Counsel eventually charged Olsen with 
violating Montana Rules of Professional 
Conduct 3.4 and 8.4(b), (c) and (d). 
Both the Montana Commission and 
the Montana Supreme Court found 
no misconduct on Olsen’s part. The 
Montana Supreme Court agreed with 
the Montana Commission that Olsen 
neither violated the rules of profes-
sional conduct nor Montana’s statute 
on tampering with physical evidence 
despite keeping the child pornography 
in his law office and not immediately 
turning it over to the authorities. The 
court also noted that the Montana 
Commission properly relied on the ABA 
Criminal Justice Standards for guidance 
in analyzing the issue.10

Must Incriminating Evidence Be 
Turned Over to Authorities?
One practical problem criminal defense 
lawyers face when investigating or pre-
paring a defense is that it is not always 
obvious whether an item of physical 
evidence they or their investigators 
encounter is incriminating or potentially 
exculpatory evidence. Only after the 
physical evidence is collected – and 
sometimes only after discussing the 
item of evidence with the client or after 
the evidence has been tested – may 
the lawyer come to recognize that the 
evidence is indeed incriminating and 
will not be helpful to the client’s case. 
What then must the lawyer do with the 
incriminating physical evidence? Most 
courts that have addressed the issue 
mandate that criminal defense lawyers 
who have taken possession of incrimi-
nating evidence must notify prosecuting 
authorities or turn over that evidence 
to the authorities.11 Some case law 
recognizes another option – permitting 

lawyers to avoid turning over incrimi-
nating evidence to the authorities by 
returning evidence to the source.12

Citing to one authoritative source, 
the Restatement (Third) of the Law 
Governing Lawyers section 119, 
Harrington argued that lawyers or their 
agents who take possession of child por-
nography must turn over that evidence 
to law enforcement. Indeed, Restatement 
section 119, while recognizing the neces-
sity of defense lawyers taking posses-
sion of evidence to examine or test items 
of physical evidence in preparation of a 
defense, mandates that counsel, after a 
reasonable time, notify the authorities 
or deliver the evidence to them. 

Harrington’s analysis may have 
overlooked comment b to section 119, 
which states that comment b to section 
119 states that “[a] lawyer has the same 
privilege as prosecutors to possess and 
examine such material for the law-
ful purpose of assisting in the trial of 
criminal cases. Such an examination 
may include scientific tests, so long as 
they do not alter or destroy the value 
of the evidence for possible use by the 
prosecution. So long as the lawyer’s pos-
session is for that purpose, criminal laws 
that generally prohibit possession of 
contraband or other evidence of crimes 
are inapplicable to the lawyer.” 

Additionally, 18 U.S.C. §  1515(c) 
provides lawyers a safe harbor from 
a federal obstructing-justice charge 
if they are providing bona fide legal 
services to a client. Prominent ethics 
scholar Greg Sisk argued persuasively 
that 18 U.S.C. § 1515(c) protects a lawyer 
even when advising a client to destroy 
contraband such as child pornography if 
the lawyer has no reason to believe the 
items are relevant to a pending proceed-
ing or investigation that at least may be 
reasonably anticipated.13 

One of the nation’s leading legal 
scholars, Stephen Gillers, not only 
disagrees with Restatement section 119 
but also has argued that the prevail-
ing precedent holding that lawyers 
must turn over physical evidence to the 
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prosecution is wrong.14 Sisk agrees with 
Gillers that most courts have gotten 
it wrong, arguing that the mandatory 
turnover rule compromises the crimi-
nal defendant’s right to have counsel 
investigate and examine real evidence 
because most lawyers will halt doing 
such an investigation if the lawyer 
knows that exercising that right will 
redound to the client’s detriment when 
the evidence afterward must be laid at 
the doorstep of the prosecution.15 We 
agree with Gillers and Sisk. 

Many other legal scholars agree that 
lawyers are not required to turn over all in-
criminating evidence to the prosecution.16 
In their treatise on ethics, The Lawyer’s 
Deskbook on Professional Responsibility, 
Morgan and Rotunda stated:

“A lawyer, when necessary, may 
take possession of physical evidence 
and retain it for a reasonable amount 
of time in order to examine it, but this 
examination must not alter or destroy 
the evidence. After that time, the lawyer 
must either return the evidence to the 
site from which it was obtained (if it can 
be done without destroying the eviden-
tiary value) or notify the prosecuting 
authorities that the lawyer has posses-
sion of the evidence.”17

Neither the ABA Model Rules of 
Professional Conduct nor Wisconsin SCR 
20:3.4 provides a clear answer to the 
question of what a lawyer must do after 
taking possession of incriminating physi-
cal evidence. Comment [2] of SCR 20:3.4 
states that “[a]pplicable law may permit 
a lawyer to take temporary possession of 
physical evidence of client crimes for the 
purpose of conducting a limited exami-
nation that will not alter or destroy ma-
terial characteristics of the evidence. In 
such a case, applicable law may require 
the lawyer to turn the evidence over to 
the police or other prosecuting authority, 
depending on the circumstances.” 

In the absence of any Wisconsin case 
law directly on point spelling out a 
lawyer’s obligation once in possession 
of incriminating physical evidence, 
therefore, we encourage criminal 

defense lawyers to look to ABA Criminal 
Justice Standard 4-4.7.18 Warren Burger, 
chair of the ABA Standards project until 
his appointment as Chief Justice of the 
U.S. Supreme Court in 1969, described 
the project as “the single most com-
prehensive and probably the most 
monumental undertaking in the field of 
criminal justice ever attempted by the 
American legal profession in our na-
tional history” and recommended that 
“[e]veryone connected with criminal 
justice … become totally familiar with 
[the Standards’] substantive content.”19 
Since their adoption, the ABA Standards 
have been cited thousands of times 
by courts across the United States, 
including the U.S. Supreme Court. As 
the Supreme Court noted in Strickland v. 
Washington, the ABA Standards provide 
reliable guidance as to the “prevailing 
norms of practice” and “guides to de-
termining what is reasonable” criminal 
defense attorney performance.20

ABA Guidance: Standard Defense 
Function 4-4.7
ABA Standard Defense Function 4-4.7, 
“Handling Physical Evidence with 
Incriminating Implications,” provides 
authoritative guidance to criminal 
defense lawyers. [See sidebar.] ABA 
Standard 4-4.7 reflects a more nuanced 
approach to the ethical dilemma crimi-
nal defense lawyers face than a manda-
tory disclosure rule. The standard rec-
ognizes that defense lawyers at times 
face an exceptionally difficult challenge 
if, while preparing a client’s defense, 
they come into possession of an item 
of physical evidence that is incrimi-
nating. Few defense lawyers want to 
take any action that might contribute 
to a client’s conviction. ABA Standard 
4-4.7 acknowledges this difficulty and 
allows counsel to return evidentiary 
items to the source, thereby encour-
aging counsel to conduct a rigorous 
investigation. Demanding the delivery 
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ABA Guidance: Standard Defense Function 4-4.7
ABA Standard Defense Function 4-4.7, “Handling Physi-
cal Evidence with Incriminating Implications,” provides 
authoritative guidance to criminal defense lawyers. 
Standard 4-4.7 states:
(a) Counseling the client: If defense counsel knows that the 
client possesses physical evidence that the client may not 
legally possess (such as contraband or stolen property) 
or evidence that might be used to incriminate the client, 
counsel should examine and comply with the law and rules 
of the jurisdiction on topics such as obstruction of justice, 
tampering with evidence, and protection for the client’s 
confidentiality and against self-incrimination. Counsel should 
then competently advise the client about lawful options and 
obligations.

(b) Permissible actions of the client: If requested or legally 
required, defense counsel may assist the client in lawfully 
disclosing such physical evidence to law enforcement authori-
ties. Counsel may advise destruction of a physical item if its 
destruction would not obstruct justice or otherwise violate 
the law or ethical obligations. Counsel may not assist the cli-
ent in conduct that counsel knows is unlawful, and should not 
knowingly and unlawfully impede efforts of law enforcement 
authorities to obtain evidence.

(c) Confidentiality: Defense counsel should act in accordance 
with applicable confidentiality laws and rules. In some circum-
stances, applicable law or rules may permit or require defense 
counsel to disclose the existence of, or the client’s possession 
or disposition of, such physical evidence.

(d) Receipt of physical evidence: Defense counsel should 
not take possession of such physical evidence, personally or 
through third parties, and should advise the client not to give 
such evidence to defense counsel, except in circumstances 
in which defense counsel may lawfully take possession of the 
evidence. Such circumstances may include:

(i) when counsel reasonably believes the client intends to 
unlawfully destroy or conceal such evidence;

(ii) when counsel reasonably believes that taking possession 
is necessary to prevent physical harm to someone;

(iii) when counsel takes possession in order to produce such 
evidence, with the client’s informed consent, to its lawful 
owner or to law enforcement authorities;

(iv) when such evidence is contraband and counsel may law-
fully take possession of it in order to destroy it; and

(v) when defense counsel reasonably believes that examining 
or testing such evidence is necessary for effective representa-
tion of the client.

(e) Compliance with legal obligations to produce physi-
cal evidence: If defense counsel receives physical evidence 
that might implicate a client in criminal conduct, counsel 
should determine whether there is a legal obligation to return 
the evidence to its source or owner, or to deliver it to law 
enforcement or a court, and comply with any such legal ob-

ligations. A lawyer who is legally obligated to turn over such 
physical evidence should do so in a lawful manner that will 
minimize prejudice to the client.

(f) Retention of producible item for examination. Unless 
defense counsel has a legal obligation to disclose, produce, or 
dispose of such physical evidence, defense counsel may retain 
such physical evidence for a reasonable time for a legitimate 
purpose. Legitimate purposes for temporarily obtaining or 
retaining physical evidence may include: preventing its de-
struction; arranging for its production to relevant authorities; 
arranging for its return to the source or owner; preventing its 
use to harm others; and examining or testing the evidence in 
order to effectively represent the client.

(g) Testing physical evidence. If defense counsel determines 
that effective representation of the client requires that such 
physical evidence be submitted for forensic examination and 
testing, counsel should observe the following practices:

(i) The item should be properly handled, packaged, labeled 
and stored, in a manner designed to document its identity and 
ensure its integrity.

(ii) Any testing or examination should avoid, when possible, 
consumption of the item, and a portion of the item should be 
preserved and retained to permit further testing or examina-
tion.

(iii) Any person conducting such testing or examination 
should not, without prior approval of defense counsel, con-
duct testing or examination in any manner that will consume 
the item or otherwise destroy the ability for independent re-
testing or examination by the prosecution.

(iv) Before approving a test or examination that will entirely 
consume the item or destroy the prosecution’s opportunity 
and ability to re-test the item, defense counsel should provide 
the prosecution with notice and an opportunity to object and 
seek an appropriate court order.

(v) If a motion objecting to consumptive testing or examina-
tion is filed, the court should consider ordering procedures 
that will permit independent evaluation of the defense’s 
analysis, including but not limited to:

(A) permitting a prosecution expert to be present during 
preparation and testing of the evidence;

(B) video recording the preparation and testing of the evi-
dence;

(C) still photography of the preparation and testing of evi-
dence; and

(D) access to all raw data, notes and other documentation re-
lating to the defense preparation and testing of the evidence.

(h) Client consent to accept a physical item. Before voluntarily 
taking possession from the client of physical evidence that 
defense counsel may have a legal obligation to disclose, 
defense counsel should advise the client of potential legal 
implications of the proposed conduct and possible lawful 
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of all such evidence to law enforce-
ment would chill defense investigation. 
Zealous defense lawyers would be 
extremely reluctant to ever take pos-
session of evidentiary items, if doing so 
always would require disclosure to the 
authorities.21 

Thus, as the ABA Standards, some 
case law, and leading authorities advise, 
lawyers should not fear taking posses-
sion of physical evidence if counsel has a 
legitimate reason to do so. “If the lawyer 
takes the item to test it, she should 
have a reasonable basis to believe that 
the test will yield relevant information. 
Where the item is a document and its 
meaning is not immediately appar-
ent, as with the workpapers in Fisher, 
taking possession will be necessary 
to understand its meaning. Absent an 
independent reason to retain the item 
or document, it should then be returned 
to its source.”22

Specific Concerns for Contraband 
Evidence
Unquestionably, handling contraband 
such as child pornography, which is ille-
gal to possess for the client or the lawyer, 
is even more challenging than handling 
other items of physical evidence. 

What Not to Do. The case of United 
States v. Russell highlights the serious 
consequences lawyers might experi-
ence if they take possession of contra-
band and do not handle it properly.23 
In Russell, church leaders discovered 
child pornography on a laptop that 
belonged to a long-time choirmaster. 
The church leaders took the laptop to 
a lawyer, Philip Russell, for his advice. 
After confronting the choirmaster, who 
confirmed that he had downloaded the 
inappropriate images, Russell advised 
the church leaders that they could not 
continue to possess the laptop because 
possession of child pornography was 
unlawful. Russell then took posses-
sion of the laptop and destroyed the 
hard drive. The choirmaster eventually 
was arrested, found in possession of 
other child pornography, and agreed 

to cooperate with prosecutors in a 
case against Russell. Russell was then 
charged with two counts of obstruction 
of justice for destroying the laptop. 

Russell ultimately agreed to plead 
guilty to a single count of misprision of 
felony and was sentenced to six months’ 
home confinement and ordered to pay 
a $25,000 fine. The federal misprision-
of-felony offense requires knowledge of 
the commission of a felony by another, 
failure to report the felony to the au-
thorities, and taking steps to conceal 
the crime. In Russell, the prosecution 
could show that Russell knew or should 
have known that there was a pending 
investigation into the choirmaster’s 
behavior such that Russell’s destruction 
of the laptop under the circumstances 
constituted a violation of the mispri-
sion-of-felony statute.24 Russell was 
not obligated to take possession of the 
laptop nor was he required to notify the 
authorities that the church leaders had 
a laptop with pornography on it. Indeed, 
such a disclosure would have violated his 
duty to preserve his clients’ confidences. 

Russell’s crime was destroying 
evidence knowing there was an ongo-
ing investigation. Greg Sisk made a 
compelling argument that if there was 
not a pending case or investigation, a 
lawyer could lawfully take possession 
of child pornography for the purpose of 
destroying the evidence.25 ABA Standard 
4-4.7(ii) agrees.

Authors’ Suggested Approach. 
We would have handled the situation 
much differently than Russell did. We 
discussed how we would have coun-
seled the client in such a situation in 
our article “‘What Do I Do with the 
Porn on my Computer?’: How a Lawyer 
Should Counsel Clients about Physical 
Evidence.”26 After examining the im-
ages, we would have told the church 
leaders we would not take possession of 
the laptop unless they wished us to do 
so for the purpose of turning it over to 
the authorities. If we could not persuade 
them to allow us to turn in the laptop, 
we would decline to take possession, 

alternatives, and obtain the client’s 
informed consent.

(i) Retention or return of item when 
law permits. If defense counsel 
reasonably determines that there 
is no legal obligation to disclose 
physical evidence in counsel’s 
possession to law enforcement 
authorities or others, the lawyer 
should deal with the physical 
evidence consistently with ethical 
and other rules and law. If defense 
counsel retains the evidence for 
use in the client’s representation, 
the lawyer should comply with 
applicable law and rules, including 
rules on safekeeping property, 
which may require notification to 
third parties with an interest in the 
property. Counsel should maintain 
the evidence separately from 
privileged materials of other clients 
and preserve it in a manner that 
will not impair its evidentiary value. 
Alternatively, counsel may deliver 
the evidence to a third-party lawyer 
who is also representing the client 
and will be obligated to maintain the 
confidences of the client as well as 
defense counsel.

(j) Adoption of judicial and leg-
islated procedures for handling 
physical evidence. Courts and 
legislatures, as appropriate, should 
adopt procedures regarding defense 
handling of such physical evidence, 
as follows:

(i) When defense counsel notifies 
the prosecution of the possession of 
such evidence or produces such evi-
dence to the prosecution, the pros-
ecution should be prohibited from 
presenting testimony or argument 
identifying or implying the defense 
as the source of the evidence, except 
as provided in Standard 3-3.6;

(ii) When defense counsel reason-
ably believes that contraband does 
not relate to a pending criminal 
investigation or prosecution, counsel 
may take possession of the contra-
band and destroy it. WL
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explain why, and then warn the church 
leaders about the relative risks involved 
in both continuing to possess illegal 
images and destroying the laptop. This 
would be consistent with our obligations 
under SCR 20:1.2(d), which instructs 
that “a lawyer may discuss the legal 
consequences of any proposed course of 
conduct with a client.”27

Nor would we take possession of a 
laptop containing child pornography if 
a parent came into our office requesting 
our advice as to whether certain images 
on his child’s laptop constituted child 

pornography. Merely looking at the 
images in order to provide our client a 
legal opinion does not constitute taking 
possession of that laptop.28 

If that were the law, then lawyers in 
a host of situations, by merely examin-
ing documents, emails, or texts on a 
cellphone, would be obligated to turn 
over that evidence to state or federal 
authorities if counsel’s review of that 
evidence indicated that it was contra-
band or incriminating. Such a broad 
definition of possession would eviscer-
ate a client’s right to access legal advice 
because the client’s showing any item 
of evidence to a lawyer for even a brief 
inspection or cursory examination 
would necessitate the lawyer’s turning 
that evidence over to the authorities if 
the lawyer believed the evidence was in 
some manner incriminating. 

Nor is it taking possession if a client 
asked us to review certain text ex-
changes on the client’s phone and we 
see images that appeared to be child 
pornography on the phone. In both in-
stances, we would explain to the client 
why we would not take possession of the 
laptop or phone and counsel the client 

on the risk the client faces by continu-
ing to possess child pornography, again 
consistent with our ethical obligations 
under SCR 20:1.2(d).29

Consider a more complicated situ-
ation, in which a client drops off the 
client’s phone at our law office and we 
examine the phone to review text mes-
sages between the client and a com-
plaining witness that the client thinks 
could be helpful in the client’s case. In 
examining the phone, we see images 
that we believe are child pornography. 
We confront the client, who claims that 

he did not know the images were child 
pornography. What should a lawyer do 
in such a situation? 

Harrington asserted that a lawyer 
knowing that the lawyer possesses child 
pornography must turn in the phone to 
law enforcement. If we are confident 
that the authorities are not looking 
for the phone, that the phone is not 
relevant to the pending case, and that 
an investigation for child pornography 
is not imminent, ABA Standard 4-4.7(ii) 
would allow us to advise the client that 
we were going to destroy the phone. 

In discussing how he would have 
handled the laptop in the Russell case, 
Sisk suggested that the best alternative 
might have been to advise the choir-
master to obtain legal counsel “while 
passively allowing him to retain and 
remove his own possessions, includ-
ing the offending laptop.”30 Both Sisk 
and Gillers made clear that they do not 
believe that defense counsel should 
act as a state agent and turn in a client 
when defense counsel has inadver-
tently come into possession of a laptop 
containing child pornography that the 
state is unaware of and when there is no 

anticipated investigation.31 Sisk opined 
that defense counsel should be able to 
ethically and lawfully assist the client in 
destroying the laptop containing child 
pornography under such circumstanc-
es.32 Norm Lefstein agrees, noting that, 
“some state statutes make it a crime to 
destroy evidence only when it is related 
to an official investigation or proceeding 
or when there is a belief that an inves-
tigation or proceeding is about to be 
instituted. Similarly, under federal law, 
it is not illegal to destroy an item unless 
it pertains to a criminal investigation or 
is the subject of a subpoena.”33

 A client should not have to sacrifice 
the Fifth Amendment right against self-
incrimination because the client con-
sulted with counsel who took possession 
of the client’s phone while attempting to 
provide representation consistent with 
the defendant’s Sixth Amendment right. 
Gillers’ criticism of Restatement section 
119 and the mandatory turnover rule 
strongly suggests that he would advise 
a defense lawyer who inadvertently 
saw child pornography on the phone in 
the above hypothetical not to give the 
phone to the authorities but would allow 
the client to leave with the phone after 
warning the client of the dangers of 
continued possession. 

Fisher v. United States and its progeny 
and 18 U.S.C. § 1515 (c) generally would 
appear to protect the lawyer under 
these circumstances.34 Neither we nor 
the client would be seeking to use the 
law office as a repository for evidence 
or to conceal the phone from an ongoing 
search or investigation when we saw 
the child pornography on the phone. The 
situation would change, however, if we 
were aware that law enforcement of-
ficers were looking for the client’s phone 
because the complaining witness had 
alerted the officers to the presence of 
child pornography on the phone. Under 
those circumstances, we could not 
legally or ethically destroy the phone or 
give it back to the client. 

A lawyer in Wisconsin faces one ad-
ditional hurdle. In State v. Jones,35 the 

A client should not have to sacrifice the Fifth Amendment right 
against self-incrimination because the client consulted with 
counsel who took possession of the client’s phone while attempting 
to provide representation consistent with the defendant’s Sixth 
Amendment right.
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Wisconsin Court of Appeals deter-
mined that the offense of harboring 
or aiding a felon could be established 
even if the perpetrator has not been 
convicted or even identified.36 The 
rationale in that case possibly could be 
applied to a Iawyer who destroyed a 
phone or returned it to the client in the 
circumstances described above, even 
though the authorities were completely 
unaware of the underlying crime. 

It is unclear whether the Wisconsin 
Supreme Court or disciplinary authori-
ties would penalize a lawyer who acted 
pursuant to ABA Standard 4-4.7 and de-
stroyed the phone or returned it to the 
client when the contents of the phone 
were not the subject of any investiga-
tion or charged offense. The court could 
find, as in Olsen, that the lawyer was 
acting in good faith to resolve an ethical 
dilemma without a clear answer. Or it 
could find that a mandatory “turn over” 
requirement when lawyers inadver-
tently possess child pornography under 
the circumstances described above is 
constitutionally offensive because it 
directly links the client to a crime that 
might otherwise never be discovered. 

Admittedly, in resolving the dilemmas 
posed above, because of Jones a Wisconsin 

lawyer faces more risk than lawyers in 
most other jurisdictions. A conscientious 
lawyer would have to decide whether to 
betray the client and subject the client to 
a criminal prosecution the client other-
wise likely never would have faced or run 
the risk of being prosecuted, subjected to 
disciplinary proceedings, or both. 

Conclusion
Except for the lawyer in Olsen, none 
of the lawyers who took possession of 
incriminating physical evidence in the 
cases cited in this article did so with 
a strategically valid, good reason for 
doing so. Rather, most of them errone-
ously thought they had an ethical ob-
ligation to take possession of incrimi-
nating evidence. Wisconsin lawyers 
must be extremely careful about taking 
possession of incriminating physi-
cal evidence and instruct their staff, 
including investigators and paralegals, 
never to take possession of such evi-
dence without first consulting with the 
lawyer. Doing so likely will minimize 
the instances of inadvertent possession 
of contraband or clearly incriminat-
ing physical evidence. But lawyers 
should not be so afraid of navigating 
messy ethical dilemmas such that they 

compromise a client’s right to a zealous 
defense by never taking possession of 
potential evidence even though it might 
be exculpatory. 

Lawyers who find themselves in 
possession of incriminating physical 
evidence should consult with knowl-
edgeable criminal defense lawyers or 
ethics counsel before taking any action. 
In some instances, they may be able to 
return that physical evidence to the 
source. In other cases, especially dealing 
with contraband like child pornography, 
that option might be foreclosed. 

If counsel has no recourse except to 
disclose the evidence to the authorities, 
we recommend that rather than simply 
turning the contraband over to law 
enforcement, counsel notify the pros-
ecuting authorities and then, like the 
lawyers in In the Matter of a Grand Jury 
Investigation,37 insist that prosecutors 
seek a court order before relinquishing 
the contraband. Conscientious criminal 
defense lawyers always should take 
action that “minimizes prejudice to the 
client.”38 Such lawyering is consistent 
with defense counsel’s overarching 
duty to zealously advance the client’s 
undivided interest, not the interest of 
the state.39 WL
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