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Attorneys’ Legal
Obligations When
Coming into Inadvertent
Possession of or Access
to Child Pornography




Sometimes attorneys or their agents (including experts) inadvertently come
into possession of child pornography outside a law enforcement setting or a
circuit court finds that law enforcement agencies have failed to make such
evidence reasonably available for inspection by the defense. The author
advises how to proceed in such situations.
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ttorneys or their agents sometimes

inadvertently come into possession

of child pornography (hereinafter

“contraband”) outside law enforce-
ment settings.! Although the subject has received
little attention in the literature, I have witnessed
at least three occurrences during my tenure as a
digital forensics examiner and attorney, and it has
been my impression that attorneys are unpre-
pared for how to respond when this happens. I dis-
tinguish between attorneys’ unwitting acquisition
of contraband and attorneys’ willful or reckless
acquisition: the former triggers an affirmative
duty of dispossession; the latter might be unlawful
and subject the attorney or the attorney’s agent to
arisk of criminal prosecution.

Willful or Reckless Production or
Acquisition

The following two examples are of lawyers’ willful
or reckless acquisition of contraband, with very
different outcomes that are instructive.

Example One. The first example is an attorney
who practiced in Ohio. The attorney established
himself as a defense expert in the subject matter
of contraband and championed the novel theory
that “it is now impossible for any individual to
know from a mere viewing of digital images on a
computer whether or not those images portray
actual children.”? In support of his thesis, the at-
torney testified in April 2004 as an expert witness
on behalf of a defendant charged with actual or at-
tempted possession of contraband.® He presented
“before” photographs of children that he had ob-
tained as stock images, followed by photographs
that he altered (“morphed”) to depict the same
children engaging in sexually explicit conduct
with adults. The attorney-expert’s defense theory
was that if he could fabricate contraband so easily,
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then there should be reasonable doubt that the al-
leged contraband that the defendant was charged
with possessing might also have been fabricated.

At the conclusion of that hearing, the prosecu-
tion asserted that the attorney-expert’s “after”
exhibits were contraband. The judge pointed out
the exhibits were prepared “at court order” but
instructed the attorney-expert to delete them.
Instead, the attorney-expert called the U.S.
Attorney'’s office in his hometown, Cleveland,
for an opinion as to whether these exhibits were
contraband. He did not receive a return call and
thereafter shipped his computer from Oklahoma
to Ohio, where he continued to use the exhibits in
testimony in Ohio cases.*

The following month, the FBI began investi-
gating the attorney-expert’s conduct related to
the contraband images he had fabricated. The
FBI obtained a search warrant for his home and
seized devices containing electronic files. The
U.S. Attorney’s Office asserted that the attorney-
expert’s prepared exhibits were contraband
under 18 U.S.C. § 2256(8)(C), which defines as child
pornography any image that is created, adapted,
or modified to make it appear that an identifiable
minor is engaging in sexually explicit conduct. To
avoid prosecution, the attorney-expert executed a
pretrial diversion agreement in which he admitted
he violated federal law — 18 U.S.C. § 2252A(a)(5)(B)
— by morphing the images of identifiable children
into contraband.

The problems for the attorney-expert did not
end there. After federal prosecutors had identified
two children in the stock photos and contraband
and informed the children’s parents, the parents
sued the attorney-expert under 18 U.S.C. § 2255
(the civil-remedy provision of the federal child
pornography statute), which provides statutory
minimum damages of $150,000 to victims of child
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pornographers. After an appeal to and
remand from the U.S. Court of Appeals
for the Sixth Circuit, judgment was
entered against the attorney-expert
for $300,000.° He was also ordered to
pay the plaintiffs $43,214.11 for their
attorney fees.®

Example Two. The second example is
a South Dakota-licensed attorney. He
was indicted on one count of possession
and two counts of distribution of child
contraband in connection with visiting
websites or using file-sharing software
that a client had allegedly visited or
used so that he could understand what
the client was doing. He asserted that
he was a “criminal defense attorney
who specializes in representing persons
accused of pedophilia and other sex
crimes against children.”

In his motion to dismiss, the attorney
argued that, in the course of his law
practice, some of his clients sought ad-
vice about whether particular websites
contained material that constituted
child pornography, and that to properly
advise those clients, he would access the
website on his office computer and “ana-
lyze the website’s contents and render
an opinion about whether the particular
website contained pornography.” He
argued that he was allowed under South
Dakota [aw to access and view child por-
nography in his capacity as a criminal
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defense attorney representing persons
who are charged or who may be charged
under the child pornography statutes,
citing section 22-24A-19 of the South
Dakota Codified Laws:

“The provisions of [the state’s child
pornography and child sexual exploi-
tation laws] do not apply to the per-
formance of official duties by any law
enforcement officer, court employee,
attorney, licensed physician, psycholo-
gist, social worker, or any person acting
at the direction of a licensed physician,
psychologist, or social worker in the
course of a bona fide treatment or pro-
fessional education program.”

The attorney sought to assert the
state law as an affirmative defense
with the following jury instruction:

“it is a defense to a child pornography
charge if the purpose of [the defense
attorney] in viewing child pornography
was to render legal advice to a client. If
such facts exist, they create a defense
to the charge of possession of child
pornography.”

After litigating the issue of whether
South Dakota’s law was preempted by
federal law, the attorney was allowed to
assert the affirmative defense,” and he
was acquitted of all charges. One won-
ders whether this same approach might
have worked for the Ohio attorney-ex-
pert in the first example, who, in 2010,
tried a different approach by bringing
suit for declaratory and injunctive
relief against the U.S. Attorney General,
seeking to enjoin the United States from
enforcing any of the child pornography
statutes against Ohio criminal defense
attorneys or defense experts, based on
asimilar state statute in Ohio and lack
of federal preemption. That effort was
not successful 8

Iam aware of only one instance in
which a computer forensics examiner
who was not an attorney requested
and was granted permission to remove
contraband to the examiner’s lab. This
occurred after an analysis of preemp-
tion issues by a Minnesota state district
(trial) court.’ Because the examiner’s

activities were, apparently, not known
or challenged by federal authorities, the
providence of his actions and the state
court’s ruling remains unsettled.

Inadvertent Acquisition: Examples

The unwitting acquisition of contraband
by an attorney is a significant risk. In
my digital forensics practice, | have
been a witness to and an affected party
on three different occasions, described
below. To guard against this risk, I
include the following boilerplate in my
services agreement, a copy of which
provide to counsel:

“If a forensic examination in a setting
outside of a law enforcement facil-
ity (during a defense examination)
reveals the existence of possible child
pornography on the examined media,
[digital forensics company] will immedi-
ately cease its examination and advise
CLIENT and appropriate law enforce-
ment authorities of the nature of the
materials found. [digital forensics com-
pany] will not actively search for child
pornography unless instructed to do so
by CLIENT or CLIENT’s counsel, how-
ever, it is possible that [digital forensics
company] may inadvertently come
across contraband images. Reporting
and activities incident thereto consti-
tute ‘Professional services’ for purposes
of this Agreement.”

In one case, [ was sent an alleged vic-
tim’s mobile device. The alleged victim
was a minor. The attorney who provided
the phone had not inspected the phone
but understood there was a possibility
that the phone contained nude pho-
tos created by the phone’s owner. We
discussed the protocol prescribed in my
services agreement. Unfortunately, |
did encounter such photos. I contacted
the attorney first as a courtesy and
then contacted a local law enforcement
agency to take possession of the device.
1 completed a secure wipe of my pro-
cessing computer’s hard drive to render
any data forensically unrecoverable,
in accord with the law enforcement
agency’s instructions.
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In the second case, a prosecutor pro-
vided voluminous discovery to defense
counsel (my client). Digital photographs
were among them. My client made
these available to me via Dropbox. I
paid no attention to file names when I
was reviewing the discovery and so was
shocked to discover an image of child
pornography on my screen (and in my
own Dropbox account). The file in ques-
tion had some variation of the phrase
“child pornography” as part of the file
name, which should have served as a
warning to all parties involved in the
handling and transfer. Again, I followed
my protocol. First, I placed a courtesy
call to my client and then to the local FBI
field office. I was instructed by an FBI
special agent to delete the image, and he
referenced the safe-harbor provision of
18 U.S.C. § 2252(0).

In the third case, an attorney pro-
vided a client’s phone to me via courier.
The attorney had read my contract and
raised no concerns. The phone, she said,
had already been in the custody of law
enforcement, so neither of us had even
considered the possibility of contra-
band. I performed an extraction and
returned the device via FedEx over-
night. A few days later, when I began
examining the phone, I encountered
what I believed to be contraband. Again,
[ followed my protocol (a courtesy call
first to the client, followed by a call to
law enforcement). In this instance, the
local Internet Crimes Against Children
task force liaison consulted with the
local FBI field office and then requested
a copy of the extraction and instructed
me to delete the original.

The attorney in this last example
initially and strongly believed that 1 was
not required to contact law enforcement
and did not believe she needed to notify
law enforcement about the device that
was now in her office. Citing to Ethics
8/76B,' concerning whether a lawyer
has an obligation to reveal a client’s
whereabouts when the client is a fugi-
tive, the lawyer believed she had an obli-
gation to keep the phone privileged. She

also cited E-85-10 as a basis for keeping
the phone privileged: the phone was
possible evidence of a past crime, not an
ongoing or future crime. She believed
that I, as her agent, was subject to these
perceived obligations.

Likewise, another client took excep-
tion to the proviso in my contract. He
wrote, “As a contractor working for me
on behalf of the client, you become part
of our circle of attorney/client confiden-
tiality. If you discover something illegal
on my client’s device, I can’t have you
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making a report to the police. The same
as if  know that my client did something
illegal, 'm not allowed to report them to
the authorities.”

Why and When to Contact Law
Enforcement

Respectfully, [ submit that the foregoing
arguments in support of not contacting
law enforcement by the attorney or the
attorney’s agent (for example, a digital
forensics expert) are mistaken. These
arguments fail to distinguish between
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knowledge of a client’s past commission
of a crime and the present commission
of a crime by the attorney or the attor-
ney’s agent in possessing, producing, or
transporting contraband.”

Section 119 of the Restatement Third,
The Law Governing Lawyers, provides
that a lawyer must notify prosecuting
authorities of the lawyer’s possession of
the physical evidence of a client crime:

“With respect to physical evidence of
aclient crime, a lawyer: (1) may, when
reasonably necessary for purposes of
the representation, take possession of
the evidence and retain it for the time
reasonably necessary to examine it and
subject it to tests that do not alter or
destroy material characteristics of the
evidence; but (2) following possession
under Subsection (1), the lawyer must
notify prosecuting authorities of the
lawyer’s possession of the evidence or
turn the evidence over to them.”®

During my research, I have found
very little about an attorney’s obliga-
tions in these circumstances. As noted
above with the case of the South Dakota
lawyer, some states create a privilege
for certain persons to possess contra-
band and, because the Adam Walsh
Act is construed as applying to federal
judicial proceedings with regard to the
handling of contraband by the defense,
state law is not preempted.

1 did, however, find a relevant Above
the Law blog post. The author construed
18 U.S.C. § 2252, which criminalizes
anyone who “knowingly possesses”
contraband, as a strict-liability offense
for attorneys, subject to the safe-harbor
provision of three or fewer images in
18 U.S.C. § 2252(c).* The author wrote,
“At the moment when your computer
— or a computer in your custody or
control — has child pornography on it,
you knowingly possess it.” He contin-
ued, “There’s no 1didn’t possess it for a
creepy reason’ defense in the statute....
So assuming you have more than three
images, what are your options?”

However, I think that author has
misconstrued the statute, which, owing
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to judicial precedent, is subject to a
more reasonable construction. In United

referenced in 18 U.S.C. § 2258 and
report the images to federal law en-

States v. X-Citement Video Inc.,' the
U.S. Supreme Court considered subsec-
tions (1) and (2) of the same statute and
inferred a scienter element, such thata
defendant should not be liable without
wrongful intent. The Supreme Court
relied on Staples v. United States for the
proposition that the standard presump-
tion in favor of a scienter requirement
should apply to each statutory element
that criminalizes otherwise innocent
conduct.®

Another commentator who consid-
ered the issue in the context of repre-
senting a minor victim wrote,
“[T]here is no codified safe harbor
for the possession or receipt of sexu-
ally explicit images by counsel.... At
a minimum, counsel ... should report
the sexually explicit images ... to the
Cyber Tipline of the National Center
for Missing and Exploited Children

®

forcement. Further, if law enforcement
declines to prosecute, counsel should
ask the Court to escrow the images
upon initiating a civil legal action.””

There are few examples in criminal
law of a statute applying in a way that
creates an affirmative obligation to act.
I have not come across any cases that
have explored this facet of the federal
possession prohibition, but I contend
that, once a person becomes aware that
the person is in possession of contra-
band, an affirmative duty to dispossess
the contraband is triggered. Other
commentators have come to similar
conclusions.”® While the law does not
state the length of time until scienter
attaches, I would expect courts to apply
areasonableness standard.

To clarify, although an attorney (and
the attorney’s agent) are required to
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dispossess themselves of the contra-
band, the lawyer is still bound to protect
the client’s confidence. These two obliga-
tions may come into conflict, especially
if the attorney knows that surrendering
a device that contains contraband to law
enforcement is tantamount to revealing
the client’s identity (because law en-
forcement may be able to independently
identify the owner of the computer or
phone). But, even as an attorney is re-
quired to protect the client’s confidence,
neither the attorney nor the attorney’s
agent should continue to possess, re-
produce, transport, or tamper with the
contraband (except to the extent that 18
U.S.C. § 2252 authorizes destruction of
three or fewer images).

Conclusion

An attorney or an attorney’s agent who
comes into inadvertent possession of
contraband does not have a privilege
to hold on to the evidence and must
turn it over to law enforcement after
areasonable period of nondestructive

inspection. The moment that knowledge
is attained, scienter attaches for the
willful failure to execute this affirma-
tive duty. Likewise, the attorney cannot
expect the attorney’s agent (for exam-
ple, a digital forensics examiner, private
investigator, or paralegal) to commit
the crime of possessing, reproducing, or
transporting contraband in violation of
federal law.

As a best practice, attorneys should
discuss with clients whether contra-
band might exist on a device before the
attorney provides the device to a digital
forensics examiner.” Likewise, attor-
neys should discuss with the examiner
the protocol that will be observed if
contraband is encountered, whether
the case is civil or criminal. The details
of the examiner’s protocol for incident
handling should be memorialized in the
services contract. An attorney might
wish to instruct the examiner that dis-
possession does not mean the examiner
is required to affirmatively disclose the
client’s identity or other confidential

details of the engagement that would
otherwise be protected under the work-
product doctrine. Nevertheless, a law
enforcement agency might demand
that the examiner disclose the identi-
ties of both the attorney and the client
and could demand the passcode for
unlocking the device. The client’s Fifth
Amendment rights cannot be vicarious-
ly invoked by the examiner. Likewise,
because the attorney-client privilege
has not yet been extended to Wisconsin
attorneys’ experts, an examiner will

be unable to invoke the privilege on a
client’s behalf.? In such instances, the
interests of the client and the interests
of the examiner may diverge. wi
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