
Practice Management and 
Legal Technology Trends to 
Watch
Developments around artificial intelligence tools, cybersecurity threats, and 
succession planning for solo practice and small firm lawyers are major trends 
affecting Wisconsin lawyers in 2024. 

BY BRENT J. HOEFT

To say there was a flurry of activity and techno-
logical innovation in law practice management 
in 2023 might be the understatement of the 
year. Generally, technological advances become 
widely available across many industries before 
slowly creeping into legal technology. Lawyers 
tend to be risk averse, whether by nature or by 
training. Anyone making predictions one year 
ago about when generative artificial intelli-
gence (AI) would become widely available and 
implemented into legal technology platforms 
was thinking in terms of years, not months. 

At the time of the publication of this article, 
only 15 months have passed since the most 
widely known generative AI tool, OpenAI’s 
ChatGPT, was made publicly available. In 
2024, undoubtedly the flurry of AI activity will 
continue as more legal technology companies 
integrate AI into their products.

Other trends in practice management and 
legal technology are likely in 2024, too. Some of 
these will arise out of the proliferation of AI, but 
others are ongoing trends such as cybersecurity 
threats and issues inherent in places with aging 
populations. The following are specific trends 
that I expect in law practice management and 
technology over the coming year.

Artificial Intelligence
Automating Routine Tasks and the Client 
Experience. Repetitive and data-intensive 
tasks such as document review, contract analy-
sis, ediscovery, and legal research are prime 
targets for AI automation. These tools can 
sort through mountains of data, identify vital 
information, flag potential issues, summarize 

lengthy and complex documents, and assist 
with routine office tasks, communication, and 
marketing, freeing lawyers for more strategic, 
high-level, and client-centered work. Lawyers 
might already be using Microsoft’s new AI prod-
uct, Copilot. Copilot works across Microsoft 365 
products (and eventually will work across all of 
Windows) to assist in such tasks as generating 
PowerPoint presentations from documents and 
meeting summaries, highlights, and key action 
items in Teams and creating data summaries, 
graphs, and charts from data sets in Excel.

AI-powered Legal Research. The benefits of 
implementing technology into legal research 
became apparent a few decades ago. Tasks 
that previously required a library of physical 
books were replaced by computer-based legal 
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research through an internet connec-
tion and a subscription to one of the 
legal research providers. 

Next in the evolution of legal research 
are AI-powered research assistants 
following natural-language prompts 
to access and sort through vast legal 

libraries, identify relevant case law and 
statutes, summarize complex areas 
of law, and even assist with formulat-
ing legal arguments. Using AI in legal 
research not only saves time but also 
provides lawyers with a more compre-
hensive and nuanced understanding 
of the law. Thomson Reuters Westlaw, 
LexisNexis, and vLex/Fastcase have 
announced their versions of AI-assisted 
legal research tools, with more exten-
sive rollouts coming in 2024.

Ethical Considerations. In 2023, 
several cases were reported of at-
torneys being fired and disciplined 
for submitting briefs, generated using 
AI, that contained nonexistent cases.1 
These cases are cautionary tales, not 
only about the limitations of AI but also 

about attorneys who did not meet their 
ethical obligations of oversight and 
due diligence. These failures to person-
ally verify the accuracy of the briefs 
submitted to the court would have also 
been misconduct if legal interns, rather 
than AI, had produced the briefs. The 

same rules and ethical obligations apply 
no matter who or what generates the 
document. 

As with any technology used in legal 
practice, focus must remain on the eth-
ics rules. Several bar associations and 
ethics committees have issued guide-
lines on the ethical use of AI.2 In 2024, 
unfortunately, I expect more reports of 
attorney misuse of AI, as well as more 
guidelines issued on the ethical use of AI 
in the practice of law. 

Governmental and Judicial 
Guidelines. In 2023, some federal 
governmental officials took actions or 
made comments in an effort to deal with 
the potentially negative aspects of AI.3 
Additionally, judges in several federal 
jurisdictions have issued standing 

orders for their courts requiring law-
yers to submit affidavits or certificates 
regarding the use of AI in any filings.4 I 
anticipate additional governmental and 
judicial guidelines will be issued in 2024. 
It remains to be seen whether such 
actions will succeed as intended or will 
have unintended consequences.

Law Firm Succession
In the U.S., as of the last census, “the 
share of residents 65 or older grew by 
more than a third from 2010 to 2020 
and at the fastest rate of any decade in 
130 years.”5 The percentage of State Bar 
of Wisconsin members who are 60 years 
old or older reflects this trend. Among 
solo practitioners who are active mem-
bers in good standing, 56% are age 60 or 
older, and 28% are age 70 or older. Thus, 
more attorneys will need to consider 
how to pass on their law practices to 
younger lawyers. 

Planning for this transition is a trend 
that will continue in 2024 and beyond. 
Formulating a law firm succession 
plan is vital, especially for attorneys 
with solo practices or in small firms. It 
is essential that this succession plan 
also includes planning for the worst-
case scenario of an attorney’s death or 
incapacity. One of the first steps for an 
attorney (the registering attorney) to 
consider is designating another attor-
ney as a successor to handle the winding 
down of the practice in the event of the 
registering attorney’s unexpected death 
or disability. A successor attorney will 
oversee the smooth transition of open 
client matters to other lawyers and 
handle the return and proper disposi-
tion of client files and retained funds. 
Taking these steps to plan for the unex-
pected is part of diligent representation 
of clients6 and helps the heirs and those 
appointed to handle the estate of the 
deceased attorney.

Only 8% of Wisconsin solo practitio-
ners who are active State Bar members 
have registered a successor attorney. In 
2024, I hope to see an upward trend of 
Wisconsin solo practitioners taking a 
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moment to go to their account profile on 
the State Bar of Wisconsin’s website and 
registering a successor attorney.7

Cybersecurity 
All the buzz about AI in 2023 nearly 
drowned out the news of cyberattacks 
and cybersecurity to the point that 
some people might think these threats 
have subsided. This conclusion would 
be wrong. Phishing, business email 
compromise, and ransomware are ever-
increasing threats to law firms. 

Gone are the days of the cyberse-
curity best practice of identifying 
phishing emails through telltale signs 
of poor grammar, typos, and odd tones. 
Threat actors are using AI to generate 
very convincing and professionally 
drafted emails. Lawyers and law firms 
are increasingly targets of attacks, 
and threat actors are developing new 

methods to target the legal industry. 
One such method is creating malicious 
websites associated with common legal 
industry search terms, resulting in 
these sites appearing high up on search 
engine results. When lawyers visit these 
sites and try to access information by 
interacting with the fraudulent website, 
malicious code containing ransomware 
is deployed.8

On the defense side of cybersecurity, 
AI is making its way into data security 
software to increase the speed of detec-
tion and protection against security 
threats. Companies are implementing AI 
into their antivirus, endpoint protec-
tion, and network intrusion detection 
and prevention systems. In 2024, AI will 
contribute to the creation of new, more 
sophisticated cyberattacks, as well as 
improved security defenses to combat 
these new threats. 

Conclusion
There is much to be excited about 
in legal technology and law practice 
management in 2024 and beyond. As 
the practice management advisor at 
the State Bar of Wisconsin, I stay on 
top of these trends and keep members 
informed of current best practices 
and recommendations. There will be 
growing pains as generative AI becomes 
more common in legal practice and 
recommendations, and guidelines will 
evolve. AI implications of which we’re 
currently aware are likely the tip of the 
iceberg of the reality that will unfold in 
the coming years. 

I predict that 2024 will be an interest-
ing ride. Tune in and buckle up; there 
will undoubtedly be some turbulence as 
we embark on this new technological 
journey together. WL
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